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Common Cybercrimes 
reported in India

Online Financial Frauds

Cyber Stalking / Harassment

Hacking

Malware Attack

Child Pornography

Cyber Bullying

Cyber Terrorism



What if you 
are a victim 
of Cyber 
Crime ?

Lodge complaint on 1930

Followup Report on 
www.cybercrime.gov.in

Visit nearby Cyber Cell of your 
State / UT

File a complaint with your Bank in 
case of online financial fraud

http://www.cybercrime.gov.in/


National Cyber Crime Reporting Portal – Platform to 
report cyber crime. (www.cybercrime.gov.in)

Victim
Law Enforcement

Cybercrime Complaint gets assigned at Police Station level



1930 Helpline (Indicative Operation)

Victim Calls 1930

Concerned State Police 
receives complaint

Victim's Bank gets ticket 
assigned.

Beneficiary Bank (Layer 1) 
gets intimation

Beneficiary Bank (Layer 2) 
gets intimation

Fraud Amount is saved (if 
available)

Collaborative effort of Banks, E-Commerce Companies, 

Fintech Companies, Payment Gateways, Payment 

Aggregators, State Police

₹



The Indian 
Telegraph 

Act,
1885

Indian Penal 
Code, 1860

Indian 
Evidence 
Act, 1872

Information 
Technology 

Act, 2000

Legal Framework in India



Stakeholders of Cyber Space Protection

NSCS MHA

I4C – CIS 
DIvision

Cycord 

MeitY

CERT-In

NCCC

MoD

Defense Cyber 
Agency

DRDO

NTRO

NCIIPC

Major Sectorial 
Regulators

RBI

SEBI

IRDAI

Law 
Enforcement 

Agencies
DoT



Recent Trends 
in Cybercrimes



Illegal Mobile Apps
• Instant Loan Apps
• Misuse of App Permissions, Contacts.
• May hack your mobile phone

While registering complaint, App Name / URL / 
Screenshot would be required



Telecom

Call

KYC Expiry

Call 
Conference/For

ward (OTP)

Terminated 
Mobile Number 
- Reallocation

SMS (Mobile, 
Header)

KYC Expiry/ 
Cash Back

SMS Forwarder 
(OTP)

Internet

Internet Search

Online 
Advertisement

Search Results 
(Customer 

Care)

Websites

Government 
Schemes, Job 

Websites

Ponzi – 
Investment 

Sites

Matrimony 

Email

Phishing Email

Hacking

Malware

Bot/Key Logger

Account 
Takeover

Pre Approved 
Personal Loan

Unauthorized 
Fund transfer

Mobile App

Remote Control 
(Anydesk)

Fraud Mobile 
Application – 

Ponzi/Investme
nt

Lending Apps

Mobile Number 
updation

Chat 
Messengers

Lottery - KBC

Investment 
Scheme

Account 
Takeover - Help

Social Media

Sextortion

Fraud 
Advertisement/

Offers

Fake 
Profile/Account 

Take over

PoS – 
Terminals

Biometric 
Cloning – AePS

Unauthorized 
Card usage

ATM Hacking

Emotions Exploited

Fear: KYC Expiry, Account Blocked etc.
Greed: KBC, Investment, Loan
Love: Sextortion

Evolving Horizon of Cyber Crime
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Phishing 🡪 Its Easy and mostly used



Citizen Centric 
Portals – Initiatives 
of Government



National Cyber 
Crime Reporting 
Portal

www.cybercrime.gov.in

http://www.cybercrime.gov.in/


www.sancharsaathi.gov.in



Cyber Safe Portal

www.cybersafe.gov.in



Legal Aspects – 
Case Studies



Different 
types of 
Cyber 
Crimes

Category Sub Category
Online and Social Media Related 
Crime Profile Hacking/ Identity Theft
 Provocative Speech for unlawful acts
 Cheating by Impersonation
 Cyber Bullying / Stalking / Sexting
 E-Mail Phishing
 Fake/Impersonating Profile
 Impersonating Email
 Intimidating Email
 Online Job Fraud
 Online Matrimonial Fraud
Online Financial Fraud UPI Fraud
 Internet Banking Related Fraud
 Fraud Call/Vishing
 E-Wallet Related Fraud
 Business Email Compromise/Email Takeover
 Debit/Credit Card Fraud/Sim Swap Fraud
 Demat/Depository Fraud
Hacking / Damage to 
computer,computer system etc. Tampering with computer source documents
 Email Hacking
 Damage to computer, computer systems etc.
 Website Defacement/Hacking
 Unauthorised Access/Data Breach
Online Cyber Trafficking Online Trafficking
Online Gambling Online Gambling
Ransomware Ransomware
Cryptocurrency Crime Cryptocurrency Fraud
Cyber Terrorism Cyber Terrorism
Any Other Cyber Crime Other



Case Study 1 : 
Piracy / Downloading copyrighted content

Movies Music Software



Case 2 : Hacking



Case Study 3 : 
Conviction



Punishments



Unauthorized Financial Transaction (1/2)

Limited Liability of a Customer

(a) Zero Liability of a Customer

6. A customer’s entitlement to zero liability shall arise where the unauthorised transaction occurs in 

the following events:

i.Contributory fraud/ negligence/ deficiency on the part of the bank (irrespective of whether or not the 

transaction is reported by the customer).

ii.Third party breach where the deficiency lies neither with the bank nor with the customer but lies 

elsewhere in the system, and the customer notifies the bank within three working days of receiving 

the communication from the bank regarding the unauthorised transaction.

RBI Guideline on Customer Protection – Limiting Liability of Customers in Unauthorised Electronic 

Banking Transactions July 6, 2017



Customer Protection – Limiting Liability of Customers in Unauthorised Electronic Banking Transactions
July 6, 2017

Unauthorized Financial Transaction (2/2)

ATM Card Cloning / Skimming AePS fraud using biometric cloning



Career 
Opportunities

Cyber Lawyers

Cyber Security Experts

Incident Responders

Malware Researchers

Security Operations Center Analysts

& many more

- Government Departments

- Private Companies

- Law Enforcement Agencies etc.



Stay up-to-date; Follow Cyberdost

Facebook:   https://www.facebook.com/CyberDostI4C

Instagram:  https://www.instagram.com/CyberDostI4C

LinkedIn:     https://in.linkedin.com/company/cyberdosti4c

Twitter:       https://www.twitter.com/CyberDost

Telegram:   https://t.me/cyberdosti4c

YouTube:    https://www.youtube.com/c/CyberDostI4C

KOO:            https://kooapp.com/profile/cyberdosti4c

Public:         https://public.app/user/profile/1ZCQuF5wrRbR9lcsrtcZgsPkYfC2

Sharechat:  https://sharechat.com/profile/cyberdost?d=n



Thank You
Lets work towards building a secure cyber space


